Abstract. Wireless networks allow the download of large contents on the move, but the service range is limited and there can be frequent disconnects as the mobile user moves around, making it difficult to maintain a consistent communication quality. DTN is garnering attention as the solution to these problems, including for the military operational environment where large amounts of data are handled. But going beyond the simple exchange of data, studies on aspects of security are needed, such as data confidentiality and flexible access control. To perform these security functions flexibly, secure sharing of data is needed as the prerequisite. The target of data sharing shares with the nodes managed by a cluster header. According to the attributes of the nodes involved, encrypted data are shared. In existing studies on methods based on DTN, the operation starts when a disconnect in the communication is detected by the bundle layer. In this paper, this is performed using an entity called a fog-computing-based proxy, as a specific hierarchical structure of the bundle layer. Especially, the design takes into account data sharing by a proxy, taking into account real-time network bandwidth, etc., so that data can be processed in the cluster. By using the CP-ABPRE method used in this paper, data confidentiality can be ensured, which has been a problem for DTN, and the reliability of the network using a proxy can be improved. In addition, a smart DTN model is suggested for the tactical network environment.
Introduction
High-speed Wireless LAN (WLAN) had to use part of a wired network, and could only be installed in a household or building. It received attention because it allowed access to the large amounts of contents available on the Internet via a wireless network, anytime even while on the move. But while the transfer speed of WLAN is high, the service range is limited to about a radius of 100m, so that if disconnects occurred the communication quality could not be kept up. DTN (Delay Tolerant Network) is one of the technologies that try to address this [1] [2] [3] .
With DTN, even if a disconnect occurs, the communication can resume at a later time when the connection is restored, so that the communication can be made efficient. Consider when a large file, such as a situation map, is downloaded while on the move in a jeep or tank in an area with WLAN APs (Access Points). If DTN is not used, if a disconnect occurs while downloading from an AP, the data would need to be downloaded again from the beginning from another AP. If DTN is used, however, even if a disconnect occurs while downloading from an AP, the download can resume from where it left off by connecting to another AP. With this partitioned reception, even large files can be efficiently downloaded even following disconnects [3] .
But there are also shortcomings with such a DTN environment: When delivering data, data confidentiality or integrity is not ensured, and confidential data may be leaked. This paper proposes a model for proxy re-encryption, based on attributes. The rest of this paper is organized as follows: Chapter 2 is on related studies, Chapter 3 is on the proposed system, and Chapter 4 gives the conclusions.
Related Research

DTN
The development of DTN (Delay/Disruption Tolerant Network) started around the year 2000, for the purpose of inter-plenary Internet. It is a technology which is tolerant against the delays in communications in space. It can also be used effectively in areas on Earth where there is weak infrastructure.That is, it can be used as a means of communication in areas such as deserts or alpine regions where the Internet connectivity is poor, or in situations where the communication lines may get severed while transmission is taking place. Communication messages and even detailed states of communication are stored at the server, so that when the communication gets cut off the work can resume when it gets restored. In addition, in places where there are no communication channels at all, the states of communication are stored in a storage media such as a USB storage device, and then the user moves on foot, via livestock or vehicles to where communication lines are active and resumes the communication.
As DTN has such characteristics, it is useful not only for areas with extremely weak infrastructure but for disaster communications as well. One could go into a disaster area with no existing infrastructure in place, on sea or ground, set up an ad-hoc communications network, and communicate with cut-off areas. In addition, in an area where the infrastructure has been nearly destroyed by a disaster, what's left of the infrastructure can be used to communicate with a remote site on the Internet. Moreover, it can be used effectively for military operations [4] .
As one of the distinguished features of DTN, the bundle layer has been proposed and is currently undergoing standardization. As shown in Figure 1 , the bundle layer sits between the transmission layer and the application layer and kicks into operation when it detects a disconnect in the communication. But, in addition to the communication cut-off, measures need to be added with respect to real-time processing and time delays. Also, in the bundle layer, there are inadequate contents on secure sharing of data. In this paper, ABPRE was used for secure sharing. [5] 
CP-ABPRE
CP-ABPRE (Ciphertext Policy -Attribute Based Proxy Re-Encryption) allows reencryption of encrypted data, by taking CP-ABE (Ciphertext Policy Attribute Based Encryption) and giving a re-encryption function to a proxy. In CP-ABE, the attributes and access policies are related to the ciphertext and the user's decryption key. The ciphertext is encrypted using the access policy, and the decryption key is generated by a set of attributes. Only the decryption key with the attribute set that satisfies the access policy of the given ciphertext can be used to decrypt the ciphertext. Comparing to the old method, the proxy can reduce the calculation overhead of the data owner when the encryption operation is enabled.Also, authorized users use their private key to decrypt encrypted data, and don't need additional keys for decrypting re-encrypted data. Sensitive data that must not be leaked to the outside are not made public to the proxy in the re-encryption process, and the proxy obeys the commands of the data owner [6] . server, the cluster header obtains the location data of the node and its movement data and manages them. The C4I server, which has received the data from the node, aggregates the data from the local network where the node is with data from other areas.
The cluster header uses traditional fog computing methods. That is, the sensor data do not get transmitted to the C41 server unconditionally but they can be immediately processed at the cluster header. For example, when the light of an ambulance is detected by a camera sensor by the side of a road, the lane can be automatically opened or signals can be changed as the ambulance makes its way. This is like how human reflexes work: Even if the data haven't arrived at one's brain, there can be an immediate reaction [7] . 
Secure data sharing method
Among the suggested data sharing methods, the process of transmitting the sensor data from the node is explained. When the sensor data are transmitted, they get encrypted according to the data attributes in order to maintain data confidentiality and integrity. At the C4I server, data from many different areas are transmitted in real-time. Because of this, at the C4I server, a key that matches the key owned by the node can't be used. The proxy handles this. The data can be accessed from a different battlefield management system than the C4I server. For this an access structure is used, which is to say that the creator of data performs encryption using the node's private key. The data can then be decrypted only with the node's key. This makes it so that decryption can be done by the C4I server which has been entrusted with the decryption privileges or using a private key of a different system.
Conclusions
With DTN, even if there is a disconnect in the communication while in progress, the communication can resume at a later time when the connection is re-established, providing an efficient means of communication. But DTN doesn't ensure data confidentiality nor integrity in the data transmission, and also data may get leaked. This paper proposed a secure data sharing method that ensures data confidentiality and integrity for the sensor data in a DTN environment by taking into account communication disconnects with vehicles on the move in a battlefield with wireless APs. The proposed method encrypts the sensor data at a vehicle, and re-encryption is done at a proxy according to the access structure, to generate the ciphertext. In the future, there is a need to do research on a method involving whether to encrypt/decrypt or do immediate processing depending on the data attributes.
